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ABSTRACT

The advent of wireless communications both inside and outside the home-office
environment has led to an increased demand for effective encryption systems. The beauty of
encryption technology comes out in more pronounced way when there is no absolute relation
between cipher and original data and it is possible to rebuild the original image in much
easier way. As chaotic systems are known to be more randomand non-predictable, they can
be made utilized in achieving the encryption. The transposition technology of encryption
systems requires scrambleness behaviour in order to achieve the encryption of the data.This
srambleness behaviour can be derived from the randomness property of chaos which can be
better utilized in the techniques like transposition system. In wireless communication
systems, bandwidth utilization is an important criterion .In order to use encryption systemin
wireless communication; key space plays an important role for the efficient utilization of the
bandwidth. In this paper we present a chaos-based encryption algorithm for images. This
algorithm is based on pixel scrambling where in the randomness of the chaos is made
utilized to scramble the position of the data. The position of the data is scrambled in the
order of randomness of the elements obtained from the chaotic map and again rearranged
back to their original position in decryption process.
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Introduction

The amazing developments in the field of network
communications during the past years have created a great
requirement for secure image transmission over the Internet.
Internet is a public network and is not so secure for the
transmission of confidential images. To meet this challenge,
cryptographic techniques need to be applied. Cryptography is
the science of protecting the  privacy of information during
communication, under hostile conditions. In recent days, Chaos -
based methods are used for image Encryption. Chaos word has
been derived from the Greek, which refers to unpredictability
and it is defined as a study of nonlinear dynamic system. Chaos
theory is a mathematical physics which was de-veloped by
Edward Lopez. Chaos is suitable for image encryption, as it is
closely related to some dynamics of its own characteristics. The
behav-iour of the chaos system, under certain conditions,
presents  phenomena  which  are  characterized by
sensitivities to initial conditions and system parameters.
Through the sensitivities, the systemresponses act to be random.
The main advantages of the chaotic encryption approach
include: high flexibility in the encryption system design, good
privacy due to both nonstandard approach and vast number of
variants of chaotic systems, large, complex and numerous
possible encryption keys and simpler design[1] .Encryption is a
process of converting a data into a cipher data which makes data
to be un intelligible without help of key. Ba-sically, encryption
is of two types i.e. substitution method and Transposition
method ,These methods are utilized in digital image processing
.The most common digital image processing methodology is
classified into two categories- pixel value substi-tution and pixel
location scrambling. The first one concentrates on changing the
pixel value so that others cannot read the original pixel
information in the digital image. The other one concentrates on
changing the pixel position for the purpose of encryption.
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However, both of these methods can be easily decrypted by
some ways. Use of key which act like an initial condition in the
chaos en-cryption system is an important parameter for key
space, the larger the key space, more immunity towards brute-
force attack but bandwidth is also an important criteria when it
comes to use of wire-less communication.

A large number of applications in real systems, both man-
made and natural, are being investigated using this novel
approach of nonlinear dynamics. Many chaos-based
encryption methods have been presented and discussed in the
last two decades. An elaborated survey has been done about
chaotic cryptography in paper [2]. In paper [3] authors have used
Henon map to achieve encryption of grey image. In this
algorithm, first, the Arnold cat map is used to shuffle the
positions of the image pixels and then the shuffled-image is
encrypted based on Henon’s chaotic system pixel by pixel.
Paper [4] suggestsanew approach to image encryption based on
hyperchaotic map in order to meet the requirements of the
secure image transfer. The ergodic matrix of one hyperchaotic
sequence is used to permute image, the form of which is
decided by a chaotic logistic map, the other hyperchaotic
sequence is used to diffuse permuted image. Hybrid Image
Encryption Using Multi-Chaos-System is proposed in [5] where
in three maps are used for shuffling the R, G, B matrix
separately and another map for Bit-Chaotic-rearrangement. Four
different chaotic maps are used in order to achieve encryption of
colour im-age. Paper [6] presents a novel image scrambling
method using Poker shuffle, which is controlled dynamically by
chaotic system. Papers [7-15] give various ways of using chaos
for cryptography.

In this paper we have proposed a new algorithm which
utilizes the single map against the four map used in [5]. The key
space will become less and hence better suited for
applications like wireless communication. At the same time it
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gives better secrecy and a key which is difficult to decypher by
an unintended user.
Proposed Encryption Algorithm

Consider an image (lo) with dimension MxNxP, Where, P=
represents color combination (3 for a color image); M, N
represents rows and column of intensity level. Separate R, G, B
matrix of Image and convert each R, G, B matrix into single
array (1xmn).

For example, Lena image which is one of the common
image used for image processing algorithms has a dimension of
225x 225x 3 and after separation of R, G, B and converting it in
to single array vectors, we get 3 vectors of dimension 1x 50625.

For encryption we first generate elements from chaos map
equal to the dimension of 3xMxN matrix.

In our example of Lena image 225x225x3=151875
elements are generated with Henon map. The Henon map can be
generated using the equation given below which is iterated for
n=1 to 151875 times to generate the required elements.

Xn+1)=l-a*x(n)*2+y(n); y(n+1)=b*x(n);
We used the following values for the constants ‘a’ and ‘b’ to get
arandom sequence. a=1.76, b=0.1 and y(n)=1

The table 2.1 below shows elements generated from Henon
map, taking iteration for ‘n’ from 1 to 27. (27 elements are taken
as an example to explain the encryption process where as actual
number of elements generated for Lena image is 151875)

Here care should be taken to see that the gener-ated
elements are unique; there shouldn’t be any repetition. Now
divide the generated elements into three blocks of each equal to
MxN. In our example of Lena image each block is of
dimension 1x50625.

Table.2.2 below shows how the obtained elements from the
previous steps are divided into three separate arrays each of 9
elements for the total of 27 elements.

Now sort the elements of each block in as-
cending/descending form and compare the mis-order between
the original and sorted ele-ments of each block and tabulate the
index change. We have got three series of index change values
in according to three blocks.

For example consider the first array from the previous table.
Index the elements as shown in fig2.1 (a).

Ar-range the elements in decreasing order and tabula-tion of
the displacement in the index is noted by comparing the
elements before and after sorting as in fig2.1 (b).

This procedure is repeated for all the three colours. Now
according to the obtained index, we change the intensity position
to get encrypted image.

Figure 2.1(a) Figure 2.1(b)
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Figure 2.2

In the figure 2.2 column 1 represents intensity value of
image, column 2 represents the tabulated index value obtained
from the previous step and column 3 represents the arranged
intensity value according to column 2.

In our example of Lena image, similar process is done for
50625 pixels and encrypted image is obtained. Decryption is
done by the reverse process followed for encryption. In fig
2.3(a) column 1 represents the sequence of received elements;
column 2 represents sorted index elements obtained from the
encryption process and column 3 represents resorted index
elements. At the receiving point, the same random sequence is
generated with Henon map to obtain back the sorted index
elements as in fig 2.3(a) and original pixel values are obtained
back as in Fig 2.3(b)
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Experimental results

Two colour images are taken for testing the proposed pixel
scrambling algorithm. The first one is a medical image “Brain
(201x251x3)”.

As seen from the above figures, the intensity value of the
original Brain image is distributed or scrambled in the encrypted
image and its RGB plot. This distribution is due to the
randomness obtained from the elements of the Henon map. The
obtained image from the process of encryption is subjected to
decryption algorithm where in the pixel values are rearranged
back to its original
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position resulting into the intensity plot which is same as the
original image intensity plot as shown in Fig 3.1(c)
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Figure. 3.1(a) shows the original map; pixel scrambled
encryption map and their RGB-level and Figure 3.1(b) encrypted
“Brain image (201x251x3)” with RGB plot. Figure 3.1(c)
represents the decrypted image.

Another image taken to test the algorithm is Lena image

(225%225x3).
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Figure 3.2(a),(b) and (c) shows the original map, pixel
scrambled encryption map and decrypted map with their RGB-
levels.

All the above results are obtained from the simulation of
encryption algorithm in Matlab Simulator.

Performance Analysis

Correlation factor is one of the performance parameter that
is calculated in this paper.
Correlation Coefficient

Correlation coefficient ‘r’ is the measure of extent and
direction of linear combination of two random variables. If two
variables are closely related, the correlation coefficient is close
to the value 1. On the other hand, if the coefficient is close to 0,
two variables are not related. The coefficient r can be calculated
by the following formula

Z(Xi — Xm)(Yi —Ym)
"~ \/Z(Xi—Xm)Z\/Z(Yi—Ym)z

Where
e Xi - pixel intensity of original image
e Xm- mean value of original image intensity
¢ Yi- pixel intensity of encrypted image
¢ Ym - mean value of encrypted image in tensity
The correlation values are calculated and shown in the table
3. It clearly indicates that the correlation for both the pictures are
very low and near to Zero. This proves that the algorithm leads
to a more secured encryption.
Key Sensitivity
A good Encryption algorithmshould be very much sensitive
to the key. A slight variation in the key should result in totally
different image in the rebuilding process at the destination end
We conducted the test with two different initial condition
and obtained results are shown below

Fig 4.2.1(a)

Fig4.2.1 (b)

| ig 4.2.1c)
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In the above figure Fig 4.2.1(a) represents the original
image, Fig 4.2.1(b) represents decrypted image using same
initial condition and Fig 4.2.1(c) represents decrypted image
with wrong initial condition

From the obtained result it is clear that a slight variation,
say in Henon map if we change initial condition ‘a’=1.80000 to
1.80001 results in Total different image as shown in Fig4.2.1(c)

As in our algorithm we have used single Henon map, so key
space is less in comparison to the paper [5]. There they have
used 3 chaos maps in order to achieve encryption .So memory
requirement is less so this algorithm proves to be good for the
application like wireless communication
Conclusion

This paper describes about an image encryption technique
using the concept of non-linear dynamic system (chaos). The
chaos system is highly sensitive to initial values and parameters
of the system. The proposed method utilizes the randomness of
the chaos maps in order to encrypt the image and as a single map
is used there is efficient utilization of bandwidth which is an
important factor for wireless communication. This algorithm
completely removes the outlines of the encrypted images, blurs
the distribution characteristics of RGB-level matrices. We have
calculated the correlation coefficient r to test on the distribution
of distinguished elements of variables for the encrypted image.
The obtained values from the test of correlation prove that our
algorithm is much better than already reported algorithms. The
obtained values clearly signify the importance of this algorithm
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Table 2.1: 27 Hements generated from Henon map

0.819
0.412
0.234

0.912
2.814
0.822

1.234
3.453
1.625

0.486
2.166
1.435

0.298
1.281
1.893

0.421
1.481
1.205

0.581
0.893
0.891

1.456
0.921
0.717

1.834
0.110
0.625

Table 4.1.1. Correlation coefficient
R(correlation) | G(correlation) | B(correlation)
2.5042e-006 | 3.3799%-006 | 3.7928e-006
9.3529e-007 [ 8.3087e-007 | 8.3523e-007

Image
Brain.jpg
Lena.jpg

total(correlation)
3.2256e-006
8.6710e-007
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