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ABSTRACT

In RFID protocols, random numbers are mainly required to analyze tag answers in order to
guarantee the privacy of the owner of the transponder. Our analysis looks at the feasibility of
RFID tags for supporting Cryptographically Secure Pseudorandom Number Generators on
their limited chip. Here we discuss about the cryptographic approach which we have used to
improve the security of RFID credit card. Also we discuss about the random bit generator
used in this cryptographic approach.
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Introduction

Radio Frequency ldentification (RFID) is an automatic
identification technology in which a small transponder (tag),
attached to an object (i.e. person, animal or product), receives
and responds to radio-frequency queries from a transceiver
(reader). Tags usually respond with a constant value which
facilitates their association with their holders. An attacker may
track a user’s movements, putting location privacy at risk.

The inclusion of random numbers in tag answers may deter
such attacks. In reality, however, mechanisms for random
generation are often not as well designed as could be expected.
Requirements to make secure our system:
1.We should take the permission of the card holder before
starting the transaction. If the card holder has the authority to
give the permission for transaction with the RFID reader then
the legitimate can not exceeds the use of their RFID credit card
reader.
2.We should perform a sophisticated encryption, which
provides heavily confusion and diffusion to the adversary.

This model performing all these requirements that uses a
very sophisticated encryption, that provide the confidentiality to
our system and it also provide the large amount of confusion and
diffusion to the adversary.

We know that card and card reader share the two track
information for transaction.

An RFID credit card used a data format, in which card
should contain their CVC value hidden.

Means card should contain total of three in formations.
1. Trackl

2. Track2

3.CVC value

Than we should apply some cryptographic approach on
these three track information. In this model we used two
sensors, one random value generator, and RFID card and reader.
Second sensor can only interact with the first sensor, random
bits generator, and RFID credit card reader. First sensor operates
opens in air to detect the RFID card. And RFID reader remains
deactivated until it receive the signal from second sensor. RFID
reader operates on the basis of command by second sensor.
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Fig 1: RFID credit card data format
Proposed model:

In this paper we have proposed architecture for encryption
model. Proposed architecture containing two sensors with a
random bit generator. RFID reader deactivated until it receives
any command from second sensor. In this model, the first RFID
sensor will used to search the RFID tag. When any RFID card
comes in the range of this sensor than card sends their CVC
value to it. First RFID sensor than forward this CVC value to
second sensor. At the same time, when second sensor receiving
the CVC value, it command for random bits to the random bits
generator. Card will forward these CVC and random bits to the
RFID reader.
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Fig 2: Proposed encryption model to make system more
secure
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RFID reader firstly stores the random bits in the memory
and forwards it to the card. On other hand, at the same time
reader request to base station for track information of card by
sending the CVC value. Point is noted that the track information
sending by the base station is same as store in card.

After all these process, card has the two track value, random
bit and CVC value.

Same three values have present at the RFID reader. Now we
perform the encryption process on these values in the card with
the help of small microprocessor chip. Same process will
perform at the RFID reader. After the completion of encryption
process, card will send the encrypted data to the reader. As we
know that same process has done at the RFID reader. In this
process two causes are occurring, first case when both data will
match then the transaction will occur. If data will not match the
transaction will be terminate.

In the complete process we will not consider the CVC value
as the part of encryption process. Because the CVC value have
openly announced. Then CVC value can be helpful for the
adversary to break encrypted code. But if we use CVC value at
last for encryption than it’s not beneficial for adversary.
Encryption process: Block diagram for the encryption process
used in the encryption model is shown in figure 3. In the
complete process we use three hash functions. First hash is use
to digest the content of track 1 data. Second hash function is
used to digest the content of track 2 data. Third hash function
will digest the combination of hash function 1 outputs and hash
function 2 outputs.

Operation performed by all these three hash functions will
be different with respect to each other. The output of the third
hash function will be encrypted with the help of the CVC value
of card.
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Fig 3: Working of encryption process in encryption model
Data digest: In the block diagram, the track 1 and track 2 data is
digest by using the hash algorithm. Now we describe the
operation of hash algorithm and how it digests the data with the
help of random bits generated by the generator. Before starting
the operation we need to share some important point:

1. The length of the track data should be divided into equal size
of block.

2.The size of random bits generated by the generator must be
equal to size of track data block.

3. Here the approach used for hash function is different, we use
here the block of track data as a secret key and random bits are
used as a message.

These are the three main points which lead our encryption
model. Now we tour about the working of our encryption
algorithm.
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Block diagram of a track 1 data is shown in figure. In this
architecture, we take the random bit as a message sequence and
track data as a secret key.
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Fig 4: Data digest with the help of random bits

In this algorithm, we divided the track data into the equal
number of blocks. The length of the random sequence is equal to
the length of data block. We can see that each block apply to the
digest algorithm with the random sequence and the output of the
first block is apply as a message to the input of second block and
so on. The same process is applied for all blocks than the output
we get is the digest form of track data equal to the size of block.

Here we can increase the confusion for adversary. We can
see that each step generating the chipper with the help of
message and key. And each step generates a chipper by
performing number of rounds. If we increase the number of
rounds then confusion will increase for adversary.

In our approach we use only 11 rounds. Each round
performing a different operation.
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This is the 11 round operations to generate the chipper. 11 keys
will be used to generate the cipher. Each round performing the
different operation the cipher text is the combination of multiple
numbers of operations. Similarly each operation will be
performing on each block of data.
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Conclusion: In this paper we have discuss an encryption model
to improve the security of RFID credit card. This model has the
ability to provide the diffusion and confusion to the adversary.
This model can also help us to build RFID in global
environment.

Comparative Analysis

Only the protocols model have deployed by the researcher for
RFID credit card security. | have compared these protocols with
our proposed model.

Analysis by table

Factors Eaves legitim security Holder
dropping ate permis | Encry
attack sion ption
card A YES YES LESS NO NO
protocol
card B YES YES LESS NO NO
protocol
card C YES YES MODERAT NO NO
protocol E
proposed NO NO HIGHER YES YES
model
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