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ABSTRACT
This paper proposes an image hiding technique that exhibits good quality with higher
embedding capacity. In this technique, both secret and cover images are divided into non
overlapping blocks. The secret image is embedded into a cover image block by block using
Range Normalization Technique. This technique exhibits advantages of high embedding
capacity with less computational complexity. Compared with the existing algorithms, the
quality of the stego and reconstructed image is found to be good.
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Introduction

The basic idea of image hiding is, to hide the message
(secret) under the camouflage of the cover image. Mixing of
secret and cover images is called a stego-image. Both the stego
and cover images are visually indistinguishable, so that an

scheme is a simple with low computational cost and reconstructs
the secret and cover images with a good quality.
Proposed Method

Secret image and cover image of the same size are
considered in the proposed method. Gray level values of the

unintended observer will not be able to notice the existence of
secret image.

Most of the data hiding techniques [1-4], based on
manipulating the Least Square Bits (LSB) by directly replacing
the LSB bits of the cover image with the message bits. Due to
the limited number of LSB bits in a cover image, these
techniques often works well when the size of the message is i
small. When the embedding message is large, the quality of
stego image is found to get degraded. In order to achieve a high
embedding capacity with acceptable stego quality, Lin and Tsai
[5] proposed a secret image sharing method that is based on the
lossy polynomial image sharing, but the image reconstructed in L L
this method is found to be distorted. Wu et al., [6] proposed a Min & Min &
sharing and hiding method based on modulus operation. By this Max Pixel Max Pixel
method, the secret image cannot be retrieved completely.

Thien and Lin [7], Chang et al., [8], Zhao et al.,[9] used two
pixels to represent the gray values larger than 250 for recovering
the secret image. Though these are effective, the stego images Key
are random in nature which attracts the attention of malicious W W
attackers. Chang et al., [8], Zhao et al., [9], Yang et al.,[10] and - _

Lin et al., [10] schemes suffer from the expansion of secret Range Normalization Eq (1)
image and may reduce the capacity of the embedded secret data
and distort the quality of stego image. ‘lr

Inspired by potential practicability, Pei-Yu Lin et al., [12]
proposed an invertible sharing scheme with steganography to
recover the lossless secret and cover images. Their scheme is
worthwhile, but the computation cost to reconstruct the secret
and cover images is relatively high since Lagrange interpolation
is used. Moreover, parameter k must be a prime number, which
makes it not so flexible.

In the proposed scheme, the secret pixels mapped to cover
pixels based on well-known technique called Range
Normalization, so that a stego image is formed. Proposed

secret image are transformed into the gray level values of cover
image block by block using Range Normalization Technique and
on transformation, a stego image is formed.
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Figure 1. Flowchart of embedding scheme
Embedding procedure
The flow chart of embedding scheme is shown in Fig 1. Let
R and s be the cover image of size mg x Ng and secret image
of size ms x Ng respectively. Both secret and cover images

are divided into non overlapping blocks of size 1 x .
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block sequence using Range Normalization Technique as

Gi(1,3)= %}*(Si(l,JyMin(si)ﬁ Min(R;)
[P 1 (1)
Wherer, and s;represent the i block ofr and s

respectively. Each pixel of theit" block of the stego image is
represented as G;(1,9) . Max(Rj) and Min(Rr;) represents the maximum

and minimum value of i block of the cover image. maxs;)and

Min(s;) represents the maximum and minimum value of " block
of the secret image. The minimum and maximum pixel values in
each block of secret image are chosen as keys for lossless
reconstruction.
Retrieval procedure

In Fig.2, all the cover images used in the simulation and the

secret image are shown.
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Figure 2. Cover and secret images
The secret image is retrieved from the stego image () and
key (k) by using De-normalization technique as,

Max(Ki) = MIn(Ki) e (1, 3y~ Min(G;)) + Min(K;)
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Table 1. Image qualities of stego image

Stego image | MSE PSNR SSIM | LMSE | NAE

aero plane 2.89248 | 33.5181 | 0.9952 | 0.7180 | 0.0214

barb 3.00009 | 33.3595 | 0.9977 | 0.7143 | 0.0219

bridge 3.29016 | 32.9586 | 0.9937 | 0.7309 | 0.0234

cat 3.29559 | 32.9515 | 0.9971 | 0.7404 | 0.0235

crane 3.26335 | 32.9942 | 0.9976 | 0.7326 | 0.0236

house 2.83403 | 33.6068 | 0.9975 | 0.7037 | 0.0216

lena 2.80715 | 33.6481 | 0.9988 | 0.7085 | 0.0212

people 3.00705 | 33.3494 | 0.9970 | 0.7087 | 0.0221

Table 2. Comparison of secret hiding schemes
Features
Schemes Meaningful Stego | Lossless Cover | Lossless Secret | Extra Maximum Embedding
Image Image Image Storage Capacity
Thien and Lin (2002) | N/A N/A Yes Yes N/A
Wu et al., (2004) Yes No No No N/A
Lin and Tsai (2004) Yes No No No MXN /4
Yang et al.,(2007) Yes No Yes No M*N/4
Chang et al., (2008) Yes No Yes Yes M*N/4
Zhao et al., (2009) No Yes Yes Yes N/A
Lin et al., (2009) Yes N/A Yes No t—3*M*N/4
zf,l(-;(oulo) Lin et Yes Yes Yes No t-1*M*N /log ¢(256
Proposed scheme Yes Yes Yes No t*M*N/log o(256)
The secret image is embedded into cover image in a block by whereg;and «;are the it" block of stego image and keys

respectively. Each pixel of theit™ block of the reconstructed
secret image is represented as .4y . Finally, the secret image
can be reconstructed by extracting all the secret blocks as shown
inthe Fig.3
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Figure 3. Result images

Result Analysis

In the proposed method of steganography, the quality and
visual perception of the stego images are the main
considerations. Table.1lists the qualities of the stego images
with various cover images. Performance of the proposed
scheme for various cover images considering 'Girl' as secret
image is presented here. One measure often used to assess the
quality of the stego image is psnr(Peak Signal to Noise Ratio)
as given by

PSNR=10log o[255/ MSE]2dB 3)

Where mseis the Mean Square Error between cover image
and stego image, is calculated

MSE =1/(M * N)Z(Rij ~Gijj)? @
rRjandg; are the pixel values of cover and stego images
respectively. The Structural SIMilarity ( ssim ) index is a method
for measuring the similarity between cover and stego images and
is given as

SSIM(X, ) = (uixuty +C1)(20y +C2) iy + pry? + D)oy +oy? +¢2) (5)

where, 4y, uy are averages and oy,0, are variances of

cover and stego images respectively. ¢ =(KiL)?, cp =(KoL)? L is
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the dynamic range of the pixel values (0-255 for 8-bit gray scale
images), and K, K, <<1 is a small constant.

Other performance measures often used to assess the quality
of stego images are Laplacian Mean Square Error ( Lmsg) and
Normalized Absolute Error (naAE). The smaller the values
of, LMmse and NAe indicates better the image quality. These
measures are provided in Tablel1Lin et al., [11] embedded
t-3secret digits in the cover image. Pei-Yu Lin et al., [12], have
shown an improvement over [11] by embedding t-1 secret
digits. In the proposed work, tsecret digits are embedded in the
cover image, clearly showing an improvement in the embedding
capacity.

The comparisons of proposed scheme with existing schemes
are shown inTable.2.Pei-Yu Lin et al., [12] used Lagrange
interpolation method for the reconstruction of cover and secret
images. Lagrange interpolation method requires many
computations hence computational cost is high.

Though Lagrange’s formula is simple and easy to
remember, its application is not speedy. It also requires close
attention to sign and there is always a chance of committing
some errors due to a number of positive and negative signs in the
numerator and the denominator. This problem does not occur in
the proposed method as it uses as simple Range Normalization
Technique. Moreover, compared to Pei-Yu Lin et al.,[12] the
proposed technique is not affected by either overflow or
underflow problems.

Highlights of the proposed method

e Low Computational cost in the encryption and decryption.

e The authorized users only can easily classify their shares.

e The embedding capacity of the proposed method is higher
than the existing methods shown in Table 2.

e The proposed method can recover the secret and cover images
without any loss of information and does not use extra storage.
Conclusions

In this paper, a novel secret image hiding technique with
reversible steganography is presented. A common drawback of
image hiding technique using steganographic approaches is that,
the revealed secret image is distorted because of the truncation
of gray scale secret image. Although the distortion is small, it is
unacceptable for significant secret content. Here, a novel hiding
technique is proposed that can reveal the lossless secret image
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and satisfy related sharing essentials. Moreover, the reversible
scheme offers large embedding capacity compared with
camouflage sharing schemes. The reversibility property of the
proposed hiding scheme is a practical solution for preserving
valuable cover images, such as military and medical images.
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