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Introduction 

A wireless sensor networks technology has opened up new 

opportunities in e-healthcare systems. Wireless sensor is the 

smallest unit of a network. It is low cost, less memory and 

limited computational power that communicates wirelessly; it 

supports large scale deployment and mobility. It’s also included 

in various applications such as healthcare monitoring, military, 

government security policy and earthquake monitoring. This 

wireless sensor networks which is distributed and self-organized 

to supervise an e-healthcare monitoring system [1].            

The medical technological system can be benefits more 

from wireless sensor networks are in smart nursing homes and 

in-home assistance. Figure-1 illustrates the depiction of a body 

area network with its supporting information infrastructure. 

 

Figure 1. Body area network with its supporting information 

infrastructure 

Now a days the healthcare environment has seen the drastic 

developments due to the contribution of wireless medical sensor 

networks (WMSN) in e-healthcare applications. Recently, a term 

WMSN to bring many other area researchers together from 

interdisciplinary areas (bioengineering, electronics, computer, 

medicine), as shown in Figure-2. 

 

Figure 2. Interdisciplinary research of WMSN 

In few decades ago, WMSN is a topic of science and movie 

fiction for healthcare industries. Now they have provides much 

quality-of-care in healthcare applications. Especially the 

development of a wireless e-healthcare, this application offers 

many innovative challenges, such as, data transmission 

reliability, mobility of node support, timely delivery of data and 

power management [2-9]. Figure-3 illustrates a comprehensive 

design framework of an intelligent wireless patient-monitoring 

system. 

 

Figure 3. Conceptual demonstration of WMSN

ABS TRACT 

The e-healthcare applications are considered as a promising field in wireless sensor 

networks, where patients can be monitored using wireless medical sensor networks 

(WMSN). Recent research in WMSN healthcare is focused on patient reliable 

communication, patient mobility, and energy-efficient routing.  Deploying new technologies 

in healthcare applications without considering security makes patient privacy vulnerable. 

Security is a paramount requirement of healthcare applications, especially in the case of 

patient privacy, if the patient has an embarrassing disease. This paper will discuss on various 

security mechanism, privacy issues and requirement of e-healthcare applications.   
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In this connection, the new applications are deploying in e-

healthcare system predominantly considering the patient privacy 

and security [10-14]. As shown in Figure-4, WMSN carry the 

promise of quality-of-care across wide variety of healthcare 

applications (eg., ambulatory monitoring, vital sign monitoring 

in-hospitals, elderly peoples at home care monitoring, 

monitoring in mass-casualty disasters, clinical monitoring, etc.,). 

 

Figure 4. Healthcare application using WMSN 

Existing Security Mechanisms 

Security mechanisms are used to detect, prevent and recover 

from security attacks.  

Cryptography Security Mechanism 

WMSN deals with sensitive physiological information, 

strong cryptographic functions such as encryption, integrity and 

authentication. They are considered to be important 

requirements for developing any safe e-healthcare application. 

These cryptographic security functions provide privacy and 

security of patient against many malicious attacks. Strong 

cryptography security function requires wide computation and 

resources, therefore picking appropriate cryptography security 

functions a challenging task. Asymmetric cryptographic security 

systems are often too expensive for medical sensors and 

symmetric crypto systems are not versatile enough [15]. 

However energy, execution time and memory are the basic 

considerations of medical sensor to apply the various security 

mechanisms.  

Key Management 

Key management protocols are essential requirements to 

develop any secure application. Key management protocol to set 

up key to the nodes and distribute in the network [16,17]. 

Secure Routing 

Routing and message forwarding is a vital service for end-

to-end communication for home care or disaster scenarios. 

Sensor devices might require sending their data to other devices 

outside their immediate radio range [18]. Numerous routing 

protocols have been proposed for sensor networks, but none of 

them have been designed with strong security [19,20].  Mobility 

is also considered to be one of the important tasks of wireless 

sensor networks but most of other proposals; mobility has not 

been taken into consideration.  In e-healthcare applications, 

mobility needs to be supported by routing protocols. Designing 

secure routing protocols in mobile networks for WMSN is a 

complex task. 

Secure Localization 

WMSN facilitate real time patient access such as the 

mobility for patient’s comfort. Estimation of patient location is 

needed for the achievement of healthcare applications. 

Physiological data of an individual, send a patient report to a 

remote server when medical sensor’s sense the patient’s 

location. At the end of this process, medical sensors have to be 

aware of patient location, i.e., called localization.  

Security and Privacy Requirements of e-healthcare 

Applications 

The scenarios on the e-healthcare application, security 

issues and regulatory laws point out the paramount security and 

privacy requirements for healthcare using WMSN. Figure-5 

shows the healthcare information technology threats, attacks and 

security concerns. 

 

Figure 5. Healthcare information technology, threats, 

attacks and security concerns 

Data Confidentiality 

Patient health report information is normally under legal 

and ethical commitments of confidentiality. These patient health 

report information should be confidential and available only to 

the concern doctors or caregivers. Thus, it is important to keep 

the individual patient health information confidential, so that an 

adversary cannot eavesdrop on the patient’s information. 

Therefore, data confidentiality is an important requirement of e-

healthcare applications using WMSN. 

Data Authentication 

Authentication is to provide authorization for both medical 

and non-medical applications. In WMSN e-healthcare 

applications, authentication service is needed for every medical 

sensor. The base-station is used to verify that the data were sent 

by a trusted sensor or not. 

Access Control 

In e-healthcare application many users such as doctors, 

pharmacists, insurance companies, lab staff, etc., are directly 

involved with the patient’s physiological data. So, it is highly 

desirable that a role-based access control mechanism. It should 

be implemented in real time e-healthcare applications, which can 

restrict the access of the physiological information, as user’s 

roles.  

Data Availability 

Data availability ensures that the required information and 

services can be accessed at any time. Medical sensor node 

ensures that the patient’s data are constantly available to the 

authorized doctor or the caregiver. If a sensor node is captured 

by an intruder, then its data availability will be lost. Thus it is 

required to maintain always-on in the case to avoid loss of 

availability.  

Patient Permission 

As a legacy and law enforcement the patient’s permission is 

needed when an e-healthcare provider is disseminating his/her 

health history information data to another e-healthcare 

consultant such as medical researcher, insurance company, etc.,  

Design Requirements for WMSN  

The important design requirements for WMSN are 

Reliability and Robustness 

For medical diagnosis process and treatment, sensors should 

give sufficient reliability and must be vigorous to yield high 

confidence data [21]. 
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Wearability 

To attain non-invasive health monitoring, wearable systems 

detecting physiological signs placed on patient without 

discomfort, with capability of continuous real time recording. 

This wearable system should be equipped with wireless 

communication to transmit signals, although sometimes it is 

fitting to extract locally relevant variables, which are transmitted 

when needed. 

Real time data acquisition and analysis: 

Real time data acquisition, analysis, efficient 

communication and examination are essential of patient. In e-

healthcare applications these are all the requisite of event 

ordering, time-stamping, synchronization, and rapid response in 

emergency circumstances.  

New Node Architectures 

The unification of diverse sensors, RFID tags and back 

channel is extended haul networks require new and modular 

node architectures. 

Enabling Technology for WMSN 

Recently, the WMSN technology is widely used. As shown 

in Figure-6, wireless medical sensor networks carry the promise 

of caretaking across wide variety of e-healthcare applications 

such as ambulatory monitoring, elderly people at home care 

monitoring and clinical monitoring, etc., 

 

Figure 6. Healthcare Application using WMSN 

WBAN (Wireless Body Area Network) 

One of the most promising e-healthcare applications that 

wireless medical sensor networks pioneers thought to be fit to 

wireless medical sensor technology.  Easy to conceive where the 

patients carry a sensor that can detect health related parameters 

such as heart rate, glucose level and monitor the patient 

continuously via a wireless network. 

RFID (Radio Frequency Identification) 

RFID technology is a hot in recent days. The RFID tags are 

used in hospitals to keep track of equipment and also planted on 

patient’s body. The doctor’s can easily identify the location of 

the patients with the help of RFID tags. It’s a low powered radio 

device.  

WIMAX 

Based on the IEEE 802.16 standards, so-called WiMAX 

which has strong-security wireless data transmission over long 

distance, up to 50km. WiMAX has with high data rate, up to 70 

Mbps, and high mobile capability, up to 150km/hour.   

ZIGBEE 

Based on the IEEE 802.15.4 so called, ZiGBee specification 

defines a standard for low-rate, low-power wireless personnel 

area networks that are well suited for body area and home 

networking applications such as home automation and security. 

In 2000, the ZigBee Alliance and the IEEE 802 working group 

came together to build the specifications for low-rate Personnel 

Area Networks (PAN) [22]. 

Challenges in designing wireless sensor networks for e-

healthcare applications 

Technical challenges in designing wireless sensor networks 

for e-healthcare applications are a wide range of topics, from 

core computer systems themes such as reliability, efficiency and 

scalability. 

Trustworthiness 

In e-healthcare applications are imposed strict requirements 

on end-to-end system reliability and data delivery.  For example, 

pulse oximetry applications which measures the level of oxygen 

in a patient’s blood, should deliver at least one measurement 

every 30 seconds. The properties of trustworthiness of the 

system are the combinations of data delivery and quality 

properties [23]. 

Patient security and privacy issues 

The patient security and privacy issues mainly discussed on, 

the possible threats to a wireless e-healthcare application 

without implementation of proper security.    Figure-7 illustrates 

on three wireless healthcare scenarios, namely, a nursing home, 

in-home monitoring, and in-hospital monitoring.  

 

Figure 7. Application scenarios for a nursing home, home 

care and in-hospital 

Resource Scarcity 

In order to enable the small device sizes with reasonable 

battery lifetimes, typical wireless sensor nodes make use of low-

power components with modest resources. Extremely limited 

computation, communication, and energy resources of wireless 

sensor nodes lead to a number of challenges for system design. 

Figure-8 illustrates the SHIMMER wearable sensor platform. It 

incorporates a TI MSP430 processor, a CC2420 IEEE 802.15.4 

radio, a triaxial accelerometer, and a re-chargeable Li-polymer 

battery. The platform also includes a MicroSD slot supporting 

up to 2 GBytes of Flash memory [23]. 

 

Figure 8. Shimmer wearable sensor platform
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Conclusion 

In this paper, we discussed about the various security 

mechanism, security privacy issues and requirement of e-

healthcare applications using wireless medical sensor networks. 

It has been shown that a well-planned security mechanism 

should be designed for the successful deployment of such a 

wireless application. This paper will motivate researchers to 

come up with more robust security mechanisms for real-time e-

healthcare applications. 
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