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Introduction 

  Now a day for every system authentication is important 

factor. Authentication is one process in which a system 

verifies the identity of a User who wants to access it. The 

authentication systems are categorize into three categories 

such as: Biometric based authentication, Token based 

authentication,  Knowledge based authentication. In token 

based techniques, tokens are nothing but physical devices that 

are used to access secure systems. They can be in the form of 

a card. Token based authentication is used in key cards, bank 

cards and smart cards. In biometric based authentication there 

is   use of known and recorded physical traits of a user to 

authenticate his identity. It is based on fact that no two 

individuals share the same exact physical traits. It may 

include Voice recognition Fingerprints Face scanning and 

recognition etc. Knowledge based techniques contain both 

text-based and picture-based passwords. This can be separated 

into two categories: recognition-based and recall-based 

graphical techniques. In  recognition-based techniques, first a 

set of images are  presented to user and for authentication the 

user should recognize and identifying the images that user has  

selected at some stage in the registration phase. In recall-based 

techniques, a user should replicate something that user 

generated or selected at some stage in the registration phase. 

In this paper, we broadly examine and discuss the 

graphical password using CAPTCHA and AI hard problems. 

CAPTCHA is short form of Completely Automated Public 

Turing test to tell Computers and Humans Apart) [1][2][3], It 

is also recognized as Human Interactive Proof (HIP). 

CAPTCHA is an automated Turing test in which not only 

generation of challenges but also grading of reactions are 

presented by computer programs. CAPTCHAs are based on 

Artificial Intelligence (AI) problems. Artificial Intelligence 

(AI) problems are the problems that are easily solved by 

humans but cannot be resolved by present computer programs 

or bots. 

Literature Survey 

 In this paper, numerous graphical password schemes 

from 1996 are studied. The present graphical password 

schemes are categorize into four categories: Recognition based 

schemes, Recall based schemes, and Hybrid schemes.  This 

paper provides a complete security overview of available 

research of existing graphical password schemes. Password 

attacks are classified based on password space and capture 

based. This paper focused on the brute force attacks and 

dictionary attacks. Preliminary analysis is done along with 

password attacks. In this paper various recognition based 

password scheme such as Déjà vu, Jensen et al., Passfaces , 

Story are studied , in recall based scheme Hong et al, Blonder, 

DAS are studied and in hybrid scheme Jiminy, GrIDsure,ac 

etc schemes are studied. 

CaRP Scheme 

In CaRP, for every login trial a new image is presented.   

Alphanumerical characters are used in this scheme in order to 

generate a CaRP image. This CaRP image is a Captcha 

challenge. In CaRP Scheme secure channel I used among 

clients and the authentication server using Transport Layer 

Security (TLS). The authentication server stores a salt value s 

and a hash value H(ρ, s) for every user ID, ρ is the password 

of the user  and  h is the hash value. During authentication 

phase, authentication server produce a CaRP image then 

records the object’s locations in the image and finally sending  

an  image to the user to click his/her  password. The 

coordinates of the clicked points are also recorded and drive to 

AS. AS maps the received coordinates against the CaRP image, 

as well as pull throughs a series of  clickable points of visual 

objects, ρ’, that the new clicked points by user on the image. 

Then authentication server take backs salt s of the user 

account, again calculates the hash value of ρ ’with the salt. 

Then compares the it with the has value stored for that user 

account. If the two hash values are equivalent then 

authentication succeeds.  

Proposed Scheme 

The proposed scheme is click based graphical password 

scheme using AI hard problem. In this scheme, we combine 

recognition based graphical password schemes such as 

clicktext, clickAnimal and AnimalGrid schemes. We provide 

three levels of security. An objective of our system
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is as follows: 1) This new scheme should be combination of 

different recognition based schemes, biometrics scheme, and 

token-based authentication schemes. 2) This scheme should 

provide passwords that are easy to remember and difficult for 

attacker to presume. 3) This scheme should provide the user 

easy password reset method.4) It should easy for use in case of 

novice user also. In this system for providing more security 

discrete centralization and SHA-1 algorithm is used.  

Overview of Click Based Password Scheme 

In this scheme, during registration phase first user has to 

enter his details like username, address, email id, security 

question and answer etc. The user has to give his own security 

question .In other words, user has the freedom to select any 

security question. This security question is required for 

resetting the password. The username is primary key in this 

scheme. During  authentication phase, user has to go through 

three levels of security. First, user has to enter the correct 

password for level1 which is clicktext password scheme after 

that user has to enter the level2 password which is 

clickAnimal scheme and finally user has to enter the level3 

password which is AnimalGrid scheme. As user enters level1, 

level2 and level3 password system grant access to user. Then 

user can upload or download his file. 

System Requirements 

 Hardware Requirements: 

1. RAM:  512 MB. 

2. Processor:  Pentium-4 and Above.  

 Software Requirements: 

1. Operating System:  Windows  XP 

2. Programmimg Language:  JDK 1.6, Eclipse SDK 

3. Database:  MySQL Server 

System Architecture 

The following Figure 1 show the system architecture. In 

click based graphical pass- word scheme, three recognition 

graphical password schemes are combined. These schemes are 

nothing but level1, level2 and level3 passwords. Discrete 

centralization and SHA-1 algorithms are used to provide more 

security to the password system. This scheme is developed on 

android platform. 

The modules of this system are as follows: 

1 Client-server module 

2 ClickText Module 

3 ClickAnimal Module 

4 AnimalGrid Module 

Client-server module 

In click based graphical password scheme, the server is 

developed in Netbeans and the client is developed in eclipse. 

First server should be deployed then only client process starts. 

When server is deployed then along with captcha server both 

Glassfish server and database process runs. server In client 

module we designed the graphical user interface for user. In 

this module, first the connection of wireless network is tracked 

first and connect to those network only which network the 

server module using. Each time client should enter the IP 

address of network which both client and server module is 

using. After connection is established server send Hello 

message to client. 

 

 

Figure 1. System architecture 

ClickText Module 

This is a recognition-based CaRP scheme. It consist of 

characters which are not visually-confusing such as , Letter O 

and digit 0 seen as same which may cause confusion in CaRP 

images.So that one character is excluded from the alphabet 

setoff this scheme. A password of this scheme is a sequence of 

characters. e.g., =HNS34KIU which is comparable to a textual 

password. A ClickText image is created by means of the core 

Captcha engine as if a Captcha. Each location of characters is 

recorded all through generation of clicktext image. These 

recorded locations are then further used to to produce ground 

truth value the character clicktext image. The authentication 

server is using the ground truth value to classify the characters 

resultant to user- clicked points. In ClickText images, 

characters can be prearranged at random on 2D space. 

ClickAnimal Module 

This is a recognition-based CaRP scheme. It is  built on 

the concept  of Captcha Zoo. In Captcha Zoo, an alphabet of 

similar animals are used as password. One or more 3D models 

are created for every animal. Then Click Animal images are 

generated by using the Captcha generation process: During 

this process, 3D models are applied to produce 2D animals. In 

this process, different views, textures, colors, lightning , and 

distortions are applied. The resultant 2D animals are then set 

on a cluttered background like grassland. Some animals 

possibly will be obstructed by other animals in the image, but 

the condition is that the core parts should not be obstructed in 

order for humans to identify each of them. 

AnimalGrid Module 

This scheme is related to ClickAnimal scheme. In this 

scheme, generated  ClickAnimal image is presented first. Then 

user has to select the appropriate image as a password. When 

an animal is preferred, then grid  of n*n become visible to 

user. The size of  grid-cell is equal to the  the bounding 

rectangle of the selected animal. A user can choose zero to 

multiple grid-cells in order to match his/her password. For that 

reason a password is a sequence of animals with grids. A 

password have to start on with an animal. When the user 

clicks on the the animal on the image as a password image. the 

clicked point’s coordinates are recorded. The bounding 

rectangle is calculated based on that clicked points. The user 

after that clicks a sequence grids from zero to multiple grid-

cells that match the grid cells of the following first animals in 

her password, and then gets back to the ClickAnimal image. 
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Result Analysis 

Results are analysed based on the concept precision and 

recall. 

Table 1. Results based on precision and Recall 1 

DataSet 

Name 

Actual Total Correct 

Legitimate 

User 

20 18 7 

Non- 

Legitimate 

User. 

20 18 7 

Table 2. Confusion Matrix 

Confusion 

Matrix 

Legitimate 

User 

Non- 

Legitimate 

User 

Legitimate 

User 

17 7 

Non- 

Legitimate 

User. 

1 16 

Table 3. Results based on precision and recall 2 

Precision Legitimate 

User 

Relevant Intersect 

Reviewed/Retrieved 

Correct 

Relevant 

Object/ 

Retrieved 

Object 

0.83 

Recall Non 

Legitimate 

User 

Relevant Intersect 

Reviewed/Retrieved 

Correct 

Relevant 

Object/ 

Retrieved 

Object 

0.8 

Table 4. Results based on precision and recall 3 

User Precision Recall 

Legitimate 

User 

17 7 

Non- 

Legitimate 

User. 

1 16 

Total 0.94281045 0.825 

Accuracy  

Percentage 

0.825 NA 

Result 

 

Application  

1. Critical Servers.  

2. Nuclear & Military Facilities.  

3. Airplanes & Jet Fighters etc.  

4. ATMs.  

5. Desktop computers & laptops.  

Conclusion 

In the dissertation three different password levels are 

proposed. Each level provides the different degree of security. 

From the calculation and experimental result the level2 and 

level3 three generates the huge amount of passwords. After 

that the level 3 gives the higher degree of security. If the 

intruder  want to break-in our proposed system then he have to 

use all above different possibilities, which is practically 

infeasible The computational complexity is greatly reduced as 

compare to existing system and the detection speed is much 

faster than existing system. 

Future Enhancement 

The work on the click based graphical password scheme 

can be extended by considering different ways of creating new 

captcha challenge. The proposed system is developed for file 

sharing system but it can be applicable to banking, ATMs, 

Military applications. The level of security can be improve by 

adding the more security primitive. Also focusing on provide 

shoulder surfng resistance.                     
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