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ABSTRACT

This research work is nominated for an image protection technique in the area of spatial
domain based digital watermarking and steganography. The proposed work has evolved a
hybrid algorithm, Namely, MP-1. In this paper, a new data hiding and digital
watermarking algorithm based on image matrix vectorization is provided. Experimental
results show that the research work has achieved few of targeted goals such as good

concealment ability, large embedding capacity. The proposed algorithm can be widely
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1. Introduction

Steganography and watermarking are employed for
hiding information in a manner that only the recipient/owner
can detect the existence of the secret message/watermark.
Spatial domain based embedment technique is highly used in
steganography as well as a watermarking system because of
payload capacity. The level of secrecy is increased when
novel algorithms are developed in the field of steganography
and watermarking [1]. The researchers [2] have given
algorithms that are applied in both steganography and digital
watermarking area. In steganography, the secret information
remains concealed in an envelope without it being in the
notice of the eavesdropper.

The digital watermarking technique has its use to keep
ownership issue intact by safeguarding the integrity of the
image [3, 4 and 5]. This research work has its focus on an
algorithm for good payload, imperceptibility and level of
secrecy in message communication and robustness in
watermark through public infrastructure channel with an
objective to safeguard message or watermark.

2. Related Work

Different algorithms have so far been used to embed a
watermark or secret message on the digital assets such as
image, video, audio, text [2, 3, 4, 5 and 6].The digital images
are frequently used for hiding data because of their payload
capacity. The earlier works reported in spatial domain has
adopted text-based transformation and applied to achieve an
improved level of secrecy. This seeded the idea of image-
based transformation for further improvement in the secrecy
level [7, 8, 9, 10, 11 and12]. The similar work with
encryption and decryption has reported a bit improvement in
the imperceptibility [13,14 and15].

Tele:
E-mail address: mahimn009@gmail.com
© 2018 Elixir All rights reserved

3. Proposed Work

The proposed work has a major objective is to achieve
imperceptibility and increased payload capacity. Here, image
matrix transformation is employed for encryption and
embedment process of digital watermark and secret message.
To reveal a concealed message or watermark the reverse
process has done. The proposed algorithm can be categorized
spatial domain based nonblind watermarking scheme.

3.1 Image Matrix Vectorization

A linear transformationa matrix, which converts the
matrix into acolumn vector, is called vectorization of
a matrix. i.e., the vectorization of an m x n matrix A, denoted
Vec(A), is the mn x 1 column vector obtained by stacking the
columns of the matrix A on top of one another:
vec (4) = [a11,.,Qm1,., 012, Amz2,. A1n,., Omn] !

Here, a,;represents A(i,j) and the superscript T denote
the transpose. Vectorization expresses, through coordinates,
the isomorphism R™™" := R™® R™ = R™" between
these (i.e., of matrices and vectors) as vector spaces.

For example_2 x 2 matrixfa b] the vectorization is
a c d
Vec (A) = c
b (10)
d

3.2 Secret Message or Watermark Encryption and
Embedment

At the source, the targeted or cover image has converted
into a column vector. Then watermark image or secret
message image has converted into a column vector. Then
after the watermark or secret message image vector embed to
original
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or cover image vector. Then embedded image column vector
is converted into image matrix as shown in Fig. 1.

Here, two keys are being used. The embedded channel is
used as a KEY1 and message or watermark image matrix size
m X n is used as KEY2. These keys are sent at destination end
separately. Also, it is necessary to have a smaller image size
of message or watermark in a linear relationship with the size
of targeted or cover image.
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Fig. 1 Secret Message or Watermark Encryption and
Embedment Process

3.3 Secret Message or Watermark Encryption and

Embedment Algorithm

Step -1 Read cover or targeted image.

Step-2 Read message or watermark image.

Step-3 Convert message or watermark image into grayscale
image.

Step-4 Convert message or watermark image matrix into a
column vector.

Step-5 Select cover or targeted image’s one color channel
from RGB (Red Green Blue).

Step-6  Convert selected channel matrix into column vector.

Step-7 Embed the column vector of message or watermark

to the vector of cover or targeted image’s color channel.

Step-8 Convert embed channel column vector into an image
matrix

3.4 Secret Message or Watermark Decryption and

Extraction
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Fig. 2 Secret Message or Watermark Extraction and
Decryption Process

At destination end, the watermarked or stego image, with
the help of cover or targeted image, reveals the secret
message or watermark by reverse the process shown in Fig. 2.
Here, KEY1 is used to detect embedded channel and KEY?2 is
used to revel watermark or secret message.

3.5 Secret Message or Watermark Extraction and

Decryption Algorithm

Step-1 Read Stego or Watermarked image.

Step-2 Read cover or targeted image.

Step-3  Convert stego or watermarked image’s color channel
matrix into column vector (using KEY1).

Step-4 Convert cover or targeted image’s color channel
matrix into column vector (using KEY1)

Step-5 Extract message or watermark column vector from
the color channel of stego or watermarked image by
subtracting cover or watermarked image from it.

Step-6 Convert extracted column vector into message or
watermark image matrix(using KEY2).

4. Results and Discussion

The algorithm has experimented in SciLab environment.
The experimental result shown here has high-resolution cover
or targeted image and low-resolution watermark or message
image. The size of message or watermark image used here is
256 x 256 pixels.

The cover or targeted image before embedment of a
secret message or watermark is shown in Fig. 3. The message
or watermark image of 128 x 128 pixels is shown in Fig. 4.
And the Fig. 5 shows the resultant stego or watermarked
image after applying the algorithm. The images are shown in
Fig. 3 and Fig. 5 have no difference in the context of Human
Visual Sense (HVS). Secondly, the histogram of a color
channel of the image before and after embedment of message
or watermark has shown in image Fig.6 and Fig. 7
respectively. Thirdly, the 8 x 8 matrix of image’s color
channel before and after embedment is shown in Table 1 and
Table 2 respectively. This image matrix is changed with a
minor difference and which is not noticeable. Such a way the
results have proven targeted impressibility.

Fig.3 Cover or Targeted Image of 750 x 1000 pixels.

secure
message /
watermark
information as
a image

Fig.4 Message/Watermark Image of 128 x 128 pixels

Fig.5 Stego/Watermarked Image of 750 x 1000 pixels
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Fig.6 Histogram of Cover/Targeted Image red channel
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Fig.7 Histogram of Stego/Watermarked
Image embedded channel (red)
Table 1. 8x8 Pixel Matrix of Cover/Targeted Image before
embedment

19 122 |20 | 17 |19 |21 | 22 | 24
17 119119 19|21 |21 |20 |21
16 |16 [ 16 | 17 |20 |19 | 17 | 18
2011916 |17 (19 |18 |17 | 20
23 1211191921 |20 (18| 22
21 1211191920 ]20 (18|21
21 |22 |18 |16 |17 |18 [ 17|18
25125]19 1141517 |17 ] 15

Table 2. 8x8 Pixel Matrix of the embedded channel of
stego Image (channel red)

181201920 (17 | 22|19 |23
16 |17 |18 |17 |19 | 20[ 19| 20
1515|114 (109 |18 |18 |15 17
1918 |15(21 |17 |17 [15]19
221201815 | 2131916 |21
20120 (18 |17 |150 19|16 20
20121 (16|14 |14 |17 |16 17
24 | 24 |22 112 | 216 )16 | 16| 14

6. Conclusion

The analysis of the results reveals that the impressibility
is achieved up to some extent without high degradation of
cover or targeted image is not affected. The core logic of the
proposed algorithm the embedded watermark or message is
scattered through the cover image that makes more difficult
to detect message or watermark. This enhances the robustness
of the digital watermark or message. The limitation of this
work is the message or watermark image is restricted to the
size of 256x256 pixels. The proposed algorithm, MP_1, used
only one color channel of a cover image but the work can be
extended by employing all three color channels to enhance
secrecy level and payload capacity. In future, the algorithm
can be optimized using TLBO [17].
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